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Exazor ™ is an new generation Web Supports over 95% of main
. . . stream databases in the

vulnerabilities scanner for application market

security. Exazor ™ is one of the '

leading web vulnerabilities scanner in

the world and it is compatible to all

kinds of complicated applications

(such as WEB, ERP, SSL). MHSQL (§Presesa

DI?ACLE' j#:00d DB2. |

Created and developed by Powerful functions for
experienced security experts protecting your web Informi x i SYBASE
Exazor ™ was first launched in the "Black Hat application and services e 2

2006 & "Def-con” which inspired worldwide Exazor™ helps to protect your

) ) . application system from the attack of
attention very soon. It was entitled as "the best critical and high-risk security Pt m
Web security appraisal assessment tool" by vulnerabilities (Cross Site Scripting, Falid & iririars
Pete Finnigan (top security expert of Oracle Information Leakage, SQL Injection

and Predictable Resource Location) by
its powerful functions:
- Deep-scanning on Web application
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Corporation) and "The best blue teaming and - ¥ I =
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red teaming tools" by Oracle's CIO. Years later,

Exazor ™ upgraded become a more powerful - Auditing database configuration ll'-m'_"S
and perform better than even among worldwide - High-efficient and reliable ELISIRAESS COiMEN SOHRCE
application security tools. penetration testing

- Thorough security Logical analysis Secunty A” in One

- Recommendations and solutions
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KEY FEATURES AND BENEFITS

Accuracy
- Attempts to carry out data-acquisition according
to the fingerprint characteristics of different Powerful
databases and confirms the flaw. - Support variety of complicated application system, including Oracle / DB2
- The scanning result is absolutely accurate Microsoft SQL server /Access / MySQL / PostgreSQL / INFORMIX /
with low false-drop rate and undetected Sybase/ Interbase and FireBird. According to the fingerprint of different
error rate with very low false-alarm rate databases, it can make a vulnerability analysis with pertinence
- Providing different powerful and high efficient — [
Efficiency penetration test models by a convenient Exazor ™
- Running by a proprietary high speed click-to-go process —
scanning engine - Fully apply to all SSL, Exazor™ can automatically T B
- Proven that the scanning speed of Exazor™ gather acquire all the necessary elements and :'-::M:; _ =
is 2 to 8 times faster than other leading analyze the transferred information based on SSL
application system scanners in the worldwide and make security appraisal assessment for Web o Risk Level: Critical
applications which bases on HTTPS protocol, rr— :
Flexibility such as e-network banking
- Programming language independent: It performs - Vulnerabilities will be shown by visualized
customized penetration test with a "black box" evidences and report Ny | Solutiona
like application system T ———
- Exazor™ is applicable adapt forto two Intelligence
scanning modes : initiative and automatic - Speed up scanning process by automatically filtering out any repeated
scan or passive scan with users' interference web pages
- Intelligent calculation and analysis structures of application systems
Automation
- Support a batch like scanning mode User Friendly D
. . ) . . EHORACLE,CHARJVPEJ
- Flexible scheduler for time controlled - Simple setting and operation - B e
scanning services interfaces i t'f;;ﬂ{’;’;’_i‘;;f_z;‘;{,i’_tf’”
- System management security is insured by - Multi-tasking: Flexible for { L D A e
different admin and user right control levels starting a new task during i DE% Hinebiuserindex jspipassnara=
the scanning process : E
- Simple and convenience platform, EE hety  Tooks » et Table Court
user can pick up easily s BE e bl =R T
- Provide simple and flexible report e oy pen mromser e
+ O] htey HTTP(S) Attributes Get Column Mame of the Table
template, content and format of [T - ek Al Table: Nams
report can be tailor-made to fulfill Key Informatian... et Content of Table
diﬁerent users Ignore While Scanning, ..
- Provide Chinese and English —ngemewm
interface !
Complete solution tools Technical specifications
Exazor™ offers different editions for providing a complete solution to different users. - Window 2000 , 2003, XP and
- Standard Edition : basic function for all Web application system Window Vista
- Professional Edition : suitable for moderate application scale - Microsoft Internet Explorer 5.0
- Ultra Edition : suitable for research and audit groups or higher
- VLK Edition : suitable for large enterprises and IT security consultancy service providers -1 GB of RAM
- Enterprise Edition : suitable for very large enterprises - 1 GB of free disk space
hte Sole Partner :
huacomm Huacomm Telecommunications Engineering (H.K.) Ltd Tel: 2572 7576

For more information, please feel free to contact us
(c) AppSec Incorporated 2008 Website : http://www.App-Sec.com/
email: marketing@huacomm.com

© Exazor™ is a registered trademark of AppSec Incorporated. All other trademarks are the property of their respective owners.
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